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BOOTING VIRTUAL MACHINE DOMAIN CONTROLLER INTO 
DIRECTORY SERVICES RESTORE MODE TO REMOVE OLD NETWORK 
ADAPTER(S) 

SCOPE 

Steps for configuring the IP address of a Windows Server which has networking configurations 
associated with the NIC used in the previous location of the machine. 

Most commonly these steps are used in single domain controller environments such as in a 
Small Business Server Domain whereas the Virtual Machine is the Domain Controller 
responsible for Active Directory. In these situations there is typically a non-persistent network 
adapter that has already been assigned an IP address which must be first uninstalled. 

As a result of the migration into the virtual environment there may be IP conflict errors 
displayed. These are the result of the previous NIC adapter which typically is found to be hidden 
in device manager. 

SOLUTION 

Safe Mode for normal servers and Directory Services restore mode for Domain Controllers 
(see Step 3 below): 

BOOTING UP THE VIRTUAL MACHINE ON THE QBR IN DIRECTORY SERVICES RESTORE MODE 

o First step is to access the "Advanced Boot Options" for the Operating System by 
pressing F8 on boot. 

o This may be very difficult to perform via an RDP session so it is suggested to VNC 
into your QBR Appliance.  

 VNC access to QBR-S devices can be obtained using any VNC 
client from a machine on the local subnet, or remotely using the 
QBR Partner Portal task "remoteVNC" as shown below. 
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Example: "remoteVNC" Portal Task 
 

• If prompted for a password please use either the password configured in the QBR-S web 
console, if this has not been changed then use the default QBR-S VNC Password: 
Northern  
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• Once connected double click the icon on the desktop for "Virtual Box". 

 
Example: VNC connection established with Virtual Box icon identified. 
 
 

o If no Virtual Machines appear in the Virtual Box program then re-start the VM from 
the "Local Virtualization" tab on the QBR-S web console and continue to the next 
step. 
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Example: Virtual Box launched with no Virtual Machines mounted. 
 
 

o If the Virtual Machine appears in Virtual Box and is running then it will need to be 
stopped from the "Local Virtualization" tab on the QBR-S web console. 
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Example: Virtual Box launched with Virtual Machine in a "Running" state. 
 
 
 

 
Example: Stop Mounted VM 
 
 

• Once the Virtual Machine appears in Virtual Box as being "Powered Off" it may be 
launched by clicking on the Virtual Machine's name, followed by clicking the button "Start". 
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Example: Virtual Box showing Virtual Machine mounted but not running. 
 

• The Virtual Machine will instantly start to boot on the screen so immediately start to 
repeatedly press F8 to access the "Advanced Boot Options" screen. 

o Please Note: If the timing to input the key F8 is missed then simply close the 
window which will power off the Virtual Machine. Then repeat previous step to start 
the Virtual Machine again. 



QBR Knowledge base 
 

 

Example: Windows 7 Advanced Boot Options Screen - Safe Mode selected 

 

o From the Advanced Boot Options screen select option for "Directory Services 
Restore Mode" 

 

ONCE BOOTED INTO THE SERVER IN DIRECTORY SERVICES RESTORE MODE: 

Step 1. Click Start, point to Programs, point to Accessories, and then click Command 
Prompt. 
Step 2. At the command prompt, type the following lines, pressing ENTER after each line 
set devmgr_show_nonpresent_devices=1 
cd\%SystemRoot%\System32 
devmgmt.msc 

Step 3. In Device Manager go to View | Show hidden devices.  
Step 4 Navigate to the network adaptors section. Locate any greyed out or faintly outlined 
devices - these devices are not present and can safely be removed by right clicking and 
selecting Uninstall.  
Step 5. Active Directory Domain Controllers (DC) require special attention – when the first boot 
of a restored DC happens hit F8and select AD restore mode, this ensures that AD will not run. 
Perform all the steps above and ensure that the correct IP address is configured to the LAN 
interface; this may take up to two reboots. If this is not done and the server is allowed to boot 
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normally it will sit at the “Preparing Network Connections” stage for a considerable amount of 
time and possibly still fail. 

Please Note: This solution can also be used to remove all other devices not present on the new 
server. 
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